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Need for Data Protection

Data is one of an organization's most valuable assets, but it's constantly at risk.

External threats Insider risks Compliance Al security risks

Cyberattacks, Accidental data exposure, Cha”enges Protecting data used in Al-
ransomware, data malicious insiders driven services

Increasing regulatory
breaches

requirements for data
protection

Organizations must take a proactive approach to protect and govern their data to reduce risk.



Data protection is a challenge

* Data assets are complex and dynamic (local and cloud)
* Getting ahead on threat requires visibility into data security posture
* Detecting ongoing data breach is critical
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Data is everywhere

But also...

* Storage Account
* Block Blob storage

Collaboration tools > ‘

SharePoint
Exchange * * Page Blob Storage
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Onedrive \
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* SQL:
* |ocal

* cloud (Azure, GPC, AWS..



Databases are a prime attack target

They make the world go round.
They are at the heart of every enterprise large or small.
They hold our money, our health, our digital lives.

They're where the Al training data lives, where the
ransomware raiders go to pillage and what attackers target



IT Security: Cost, Complexity, and

Real Risk (2026)

Global average cost of a data breach: ~$4.44 M
(-9% vs 2024) First reduction after 5 years of
growth - thanks to Al and automation

Average identification and containment time:
241 days

In the USA: average cost ~10.2 MS (all-time
high)

Silos security: 70-130 average tools per organization
Only 10-20% of the features actually used

Impact: TCO +30-35%, slower detection, more human
error

Integrated platforms: up to -$1.25 million per single
violation

Cloud, storage and non-integrated data = increased
risk and costs



Fragmented security vs. integrated platform ,Q‘(,\.&ALAZII@

Fragmented security: independent and poorly integrated instruments

e Many consoles, manual correlation, reactive processes
e Higher costs: duplicate licenses and increased operational load
e Risks: Slower detection and higher probability of error

s Integrated security platform

e Asingle view on identity, endpoint, cloud e dati
e Automation, native correlation and faster response
e Benefits: Reduction of TCO and average cost of a breach




Most Famous Database Attack

Keytronic reports losses of over $17 million after ransomware attack

Electronic manufacturing services provider Keytronic has revealed that it suffered losses of over $17
million due to a May ransomware attack.

HealthEquity says data breach impacts 4.3 million people

HSA provider HealthEquity has determined that a cybersecurity incident disclosed earlier this month

has compromised the information of 4,300,000 people.
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Toyota confirms third-party data breach impacting customers

Toyota confirmed that customer data was exposed in a third-party data breach after a threat actor
leaked an archive of 240GB of stolen data on a hacking forum.

Hackers leak 2.7 billion data records with Social Security numbers

Almost 2.7 billion records of personal information for people in the United States were leaked on a

hacking forum, exposing names, social security numbers, all known physical addresses, and possible
aliases. SERGIU GATLAN AUGUST 19, 2024 04:51 PM W s
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Payment gateway data breach affects 1.7 million credit card owners

Payment gateway provider Slim CD has disclosed a data breach that compromised credit card and
personal data belonging to almost 1.7 million individuals.

Patelco notifies 726,000 customers of ransomware data breach
Patelco Credit Union warns customers it suffered a data breach after personal data was stolen in a
RansomHub ransomware attack earlier this year.
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Neiman Marcus confirms data breach after Snowflake account hack

Luxury retailer Neiman Marcus confirmed it suffered a data breach after hackers attempted to sell
company's database stolen in recent Snowflake data theft attacks.

MediSecure: Ransomware gang stole data of 12.9 million people

MediSecure, an Australian prescription delivery service provider, revealed that roughly 12.9 million

people had their personal and health information stolen in an April ransomware attack.
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BBC suffers data breach impacting current, former employees

The BBC has disclosed a data security incident that occurred on May 21, involving unauthorized
access to files hosted on a cloud-based service, compromising the personal information of BBC

Pension Scheme members.

Pure Storage confirms data breach after Snowflake account hack

Pure Storage, a leading provider of cloud storage systems and services, confirmed on Monday that
attackers breached its Snowflake workspace and gained access to what the company describes as

telemetry information
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Common database threats

* SQL injection attacks

* Brute-force attacks

* Unusual data exfiltration

+
* Suspicious access or queries i f?i _@O
N
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What workloads do we need to \ /
protect?




SQL Server, Instance, Database

sQL-
SQL as laaS -

Azure Arc
on Azure enabled SQL
VM Server
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Azure SQL Azure SQL Azure SQL Dedicated SQL Server
Database Managed Elastic Pools SQL pool in AWS RDS
Instance Azure Custom
Synapse

@ ._,3

SQL Server SQL Server on Sql Server
on premises Google on AWS
Compute Engine EC2
VMs

SQL as Paa$S



Azure ARC



Azure ARC Architecture
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A o G Unified operations, management, compliance, security, and governance @ =£ﬂ,
Arc-enabled servers, Arc VMs, Arc-enabled services resources Arc-enabled industrial assets resources|
SQL Server, and Kubernetes resources (data, app, and ML services)
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Servers, SQL, Arc-enabled services Servers, SQL, Arc-enabled services Servers and Industrial assets

and Kubernetes and Kubernetes Kubernetes
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Multi cloud On-premises Operational edge
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Azure Arc simplifies governance and
management by delivering a consistent
multicloud and on-premises management
platform.

Azure Arc provides a centralized, unified way

to:

* Manage your entire environment together
by projecting your existing non-Azure
and/or on-premises resources into Azure
Resource Manager.

* Manage virtual machines, Kubernetes
clusters, and databases as if they are
running in Azure.

* Use familiar Azure services and
management capabilities, regardless of
where your resources live.



Azure ARC: Server vs SQL
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Azure Arc for Servers Azure Arc for SQL
Azure Arc for SQL
-

----------------------------------------------

e Level | Infrastructure e Level | Workload !
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Azure ARC for SQL

Centralized Management

Manage SQL Servers outside Azure from the Azure portal.
Apply Azure Policy for compliance across hybrid environments.

. i
Security & Compliance B
Integrates with Microsoft Defender for SQL for:

‘ i 3o ) -
Advanced Threat Protection (detect SQL injection, H—=—4
anomalous access). :

" . . . o =_8_ B
* Vulnerability Assessment (misconfigurations, weak = o i @ - ‘3«
permissions). | :
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Inventory & Monitoring 0 i @
Collects metadata for inventory and health checks.

re Arc
ontro
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Enables Log Analytics and Azure Monitor integration. . = 8-B

Managed

Hybrid Benefits g oo
Q Works across on-premises, AWS, GCP, and Azure.



What is the SQL extension?

The SQL extension is a management tool that is currently

available on all Azure SQL virtual machines and SQL servers *1
connected through Azure Arc. Out.of-box
hte iIgence
It helps to: Data

Complianc
Governance ‘

\

* Facilitate a smoother migration process to Azure

* Enable large-scale management of your SQL
environment

Simplified
* Enhance the security posture of B casy

HA/DR
7, Onboarding v

your databases
Access Fabric Lake
Management Integration

o |___@




Enhanced agent architecture

* Defender targets resources created by SQL extension
* SQL extension already utilizes a proven bi-directional comm. channel
* Defender will leverage SQL extension comm. channel instead of MMA/AMA

* Enablement and protection process

.- T =

Arc-enabled On-prem/multi- sQL SQL servers on
cloud compute extension creates Arc-enabled SQL Server machines enabled Arc-enabled SQL Server
n SQL SQL
Azure VM Azure SQL VM Azure SQL VM




Demo
Azure ARC
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How to protect workloads?




Database Security
Control Plane vs Data Plane

DEICREENE

Control Plane

How the database is exposed & accessed | What happens inside the database

!ﬁ Network access rules (public vs. private) \ QL Queries & transactions

h Access to sensitive data

Anomalous behavior
(brute force, injection)

E Malicious query patterns

Stolen credentials or injected queries
operate in the data plane.

& Identity & authentication

& Encryption & security settings

6 Cloud provider APIs & policies

Misconfigured firewall or weak
authentication can expose the
database before any query runs.




Control Plane :

AL
Use built-in security tools for SQL

NETWORK SECURITY




Data Plane
Microsoft Defender for Cloud

Continuously reduce risk

Contextual and prioritized security posture
management

across the entire cloud application lifecycle Microsoft’s
" CNAPP for

Remediate threats
faster

Near real-time detection and
response for cloud workloads,
data and APIs

in a unified SecOps experience

Enable secure .
Comprehensive

development code to runtime

Prevent vulnerabilities and <5 security
misconfiguration in code e

AWS Azur Google Cloud Azure DevOps GitHub GitLa

CSPM: Cloud Security Posture Management; CIEM: Cloud Identity and Entitlement Management; CWP: Cloud Workload Protection; CDR; Cloud Detection and
Response




Defender for Cloud: CSPM + CWPP

' p==g) Storage
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Cloud Security Posture Management (CSPM) (%
%

Is a core feature of Microsoft Defender for Cloud. CSPM provides continuous visibility into the security state of your

cloud assets and workloads, offering actionable guidance to improve your security posture across Azure, AWS, and
GCP.

* Foundational CSPM (free): Enabled by default for all onboarded subscriptions and accounts.

 Defender CSPM (paid): Provides extra capabilities beyond the foundational CSPM plan, including advanced
CSPM tools for cloud visibility and compliance monitoring. This version of the plan offers more advanced
security posture features such as:

* Al security posture,  Agentless scanning,

e Attack path analysis,  CIEM (Cloud Infrastructure Entitlement Management),
* Risk prioritization, * DevOps (GitHub / Azure DevOps)

* Internet Exposure Analysis,  Advanced Support multi-cloud.

 External Attack Surface,



Database Posture - Recommendations

SQL Server without TDE
Auditing disabled

Missing data classification
Soft delete non active
Backup policy
Vulnerability Assessment
not enabled

Home > Microsoft Defender for Cloud

44

Showing 2 subscriptions

£ Search

><

v General

Qo
i

L4

fen
>

@

e |

&

Overview

Setup
Recommendations
Attack path analysis
Security alerts
Inventory

Cloud Security Explorer
Workbooks
Community

Diagnose and solve
problems

v Cloud Security

9
9

Security posture

Regulatory compliance

J Workload protections

==Editcolumns () Refresh | Download CSV report ? Open query |~ Governance report 27 Guides & Feedback <« Switch to classic view

Y Environment type: QC) Azure 2 o AWS 1 o 5 GCP 1 oo GitHub 1 Q CJ AzureDevOps 0 o v Gitlab 0

Microsoft Defender for Cloud | Recommendations

All Misconfigurations Vulnerabilities Secrets
| 0]
0 I @0 dh, 0
Critical B High 1 Medium 2 [l Low 403 Active attack paths Overdue recommendations

‘ A Search by title / resource ‘

Resource name == 1selected X S Add filter

<

Risk level (O Title T Affected resource
Notevaluated @  Z Auditing on SQL server should be enabled Bl azlablasersoft
Notevaluated © 2 azure SQL Database should have Azure Active Directory Only Authentication enabled Preview ﬁ azlablasersoft
Notevaluated © 2 pyblic network access on Azure SQL Database should be disabled ~Preview B, azlablasersoft

Q&P Docker Hub 0 olﬁ\% JFrog 0

View: { By Title ] [ By Resource

Status == 3 selected X Risk factors == All X Risk level == All X Recommendation maturity == All X Resource type == 1selected X

Risk factors (O Attacl



CWPP: Defender for Database plans
-

Azure SQL Azure 5QL Azure 5QL Dedicated SQL pool SQL Server
Database Managed Instance Elastic Pools in Azure Synapse AWS RDS Custom

Defender for
SQL laaS

Defender for m

OSS DB Azure/AWS Azure/AWS Azure/AWS Amazon
MariaDB MySQL PostgreSQL RDS

Defender for ,j Agent-based Agentless
Azure Cosmos DB Azure Cosmos

DB




Defender for Database security

Centralize Multicloud Detect and Respond to database threads

and hybrid security

Gain actionable insights with MITRE ATT&CK-
mapped database alerts, enriched by Microsoft
threat intelligence.

One-click enablement to protect your
databases across Azure, AWS RDS and on-
premises workloads.

Find Database Vulnerability and Respond to Threads with confidence

posture risk

Get exclusive database threat protection with
Microsoft Defender for Cloud, plus seamless threat
response via Sentinel, Security Copilot, and
Microsoft Defender XDR

Flag database security vulnerabilities,
such as misconfigurations, excessive
permissions, and internet exposure
across PaaS and laaS databases.



Defender for Database

Vulnerability assessment findings

SQL vulnerability assessment 0 1 Securiy check

™  Applies to T  Severity
VA2114 Minimal set of principals should be members of fixed server roles 1 of 1 resources 0 High
VA1220 Database communication using TDS should be protected through TLS 1 of 1 resources 0 High
[ i 1of1 O High
Sca n d a ta b a S e S to d I Scove r’ t ra C k’ a n d VA2120 Features that may affect security should be disabled of 1 resources ig
VA2110 Execute permissions to access the registry should be restricted 1 of 1 resources 0 High

remediate vulnerabilities.

Showing 1 - 4 of 27 results.

D Severity Ty Alert name T Effected resource T .
SQL Advanced Threat Protection

D I High 0 Attempted logon by a potentially harmful applic...  Sample alert B Sample-DB
D Medium (1) Logon from an unusual location Sample alert B Sample-DB .. .. .

_ Mitigate threats by receiving detailed
D I High U Potential SQL Injection Sample alert Bl Sample-DB . .

_ security alerts and recommended actions
D I High 0 Suspected brute-force attack attempt Sample alert B Sample-DB

based on SQL Advanced Threat Protection



SQL vulnerability assessment

 Address security vulnerabilities and
strengthen your database

Recommendations  Alerts

rotection
p . |/’3 Search ‘ Status == Unhealthy X Risk level == All X
e Enhance your security stance
o . . . Risk level T Description Status 1
EX p re SS a n d Cl a SS I C CO nfl g u rat I O n IHigh 5QL databases should have vulnerability findings resolved ¢ Unhealthy
° Re m Ova I Of t h e SQL VA i n SQL IHigh Azure SQL Database should have Azure Active Directory Only Authentication enabled  preview ® Unhealthy
Se rver M and ge me nt St U d i O 1 9 . 1 Medium Private endpoint connections on Azure SQL Database should be enabled  preview ® Unhealthy
P Re po rt i n CI u d es . Medium Public network access on Azure SQL Database should be disabled  preview ® Unhealthy
. . . ILow Auditing on SQL server should be enabled  preview ® Unhealthy
*  Permission settings

* Feature settings
 Database configurations




SQL Advanced Threat Protection

Security alert = - ] )
1cb8ffch-bfce-c402-c5fd-ea7d99225934 Alert details Take action

Proactive protection against common
threats like SQL Injection and p TRy R Inspectresones context

Sample alert .
Sample alert, no logs are available.

unauthorized access.

Severi ty  Status Activity time

~ @ Mitigate the threat

Alert description

THIS IS A SAMPLE ALERT: Someone is attempting tc

Fa ste r res po n Se ti m e t h a n kS to d eta i I e d to your SQL server ‘Sample-SQL' Go to the firewall settings in order to lock down the firewall as tightly as possible.

Last updated time

alerts and actionable recommendations.

Affected resource

You have 3 more alerts on the affected resource. View all > >

~ G Prevent future attacks

B SomeleDs Solving security recommendations can prevent future attacks by reducing attack surface.
SQL database

Microsoft Partner Network

Simple management without requiring -
advanced security expertise. v (2] Tigger automated response

MITRE ATT&CK® taclis © ~ <& Suppress similar alerts
* Pre-attack

9 You can suppress similar alerts by creating suppression rule with pre-defined conditions.

Create suppression rule

~ |l Configure email notification settings
v Wasthisusefu|?® O Yes O No

Configure who'll get emails regarding security alerts for this subscription.

Configure settings ‘

iew details | Take action




Demo e e
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Defender for
Database
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https://www.globalazuremilano.it/
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